PEIMYBJIMKA CPEHJA
MHHHUCTAPCTBO YHYTPALIBLUX MOCJTOBA
CEPTH®UKALIHOHO TEJIO

Ha ocHoBy unana 31. craB 2. 3aKkoHa O €JEKTPOHCKOM HOKYMEHTY, €I€KTPOHCKO]
MACHTUGUKALMYM ¥ yCTyrama oJf MOBeperba y eNEKTPOHCKOM MocoBamy (,Ciysk6eHH rIacHHK
PC¥, 6poj 94/17) n unana 4. VpenGe o ycloBHMa 3a Mpyxame KBATMQUKOBAHUX YCIyra O
nosepemsa (,,Ciyx0enu rnacauk PC*, 6poj 37/18),

MHHMCTap YHYTpaIlbHX TI0CI0Ba JOHOCH

ITosuTHKA Npyskamwa ycjayre u3gaBama
KBaJTH(PHKOBAHUX eJIeKTPOHCKHX cepTHHKATA
Ha JIHMYHUM KapTaMma

1. YBoa

MuHucTapcTBO  yHyTpammux nocnoBa (y jgasmeM  Tekety: ,,MVYIT¥) kao mpykanan
KBaTMUKOBaHE YyClyre O TOBepeHma H3JaBaiba KBAIMPUKOBAHMX cepTHdMKATa 3a
CJICKTPOHCKH MOTITHC, NpYXKa yCIYyTy W3laBarba KBaJM(PHUKOBAHUX ENEKTPOHCKUX cepTuduKaTa
(y nameMm TekcTy ,cepTMdMKAT) Ha JIMYHMM KapTama ca 4MIoM y CKaamy ca Bakehnm
3aKOHCKMM TPOMNKHCHMA M CarjlaCHO MPENOPyYEHUM CTaHJapaAnMa.

MVII je oarosopan 3a mpyxame KOMJETHE yclyre H3aaBarma cepTHdHUKaTa Koja ofyxBara
perucTpaudjy — KOpucHuka, opmupame  cepridukarta, AMCTpUOYLUMjy — cepTHdUKaTa
KOPMCHHMLIMMA, YNpaBJbarbe XKUBOTHHUM BEKOM cepTuduKaTa, 06e36ehnBame noy3aaHor u jaBHO
JOCTYIHOT CepBHUCa 3a MIPOBEPY cTaTyca cepTuduKara.

MVTI je wusrpaavo uHdpacTpykTypy chcTema ca jaBHUM KibydeBuma, IIKM cucrem (PKI -
Public Key Infrastructure), unja je OCHOBHa yJoOra MOY3laHO YCTIOCTaB/bal€ €JEKTPOHCKOT
MJCHTUTETa KOPUCHHUKA CrieLMuULMpaHOr y oOJIHKY efeKTpoHcKor cepTudukara. [TKU cuctem
MVIl-a je xwujepapxujcke cTpykType. Ha npBOoM HHBOY XHjepapxuje je BpPXOBHO
camornotnucyjyhe ceprudukammoHo Teno, a Ha crieaehemM HMBOY cy moapeheHa
CepTU(HMKALMOHa TeNla, U3aBAOLM KOPUCHHYKMX cepTudukata. Yuecuuun INKH cuctema cy
CePTU(HUKALIMOHO TE0, pErHCTPALlOHa Tesla, KOPUCHULM | Toy31ajyhe cTpane.

Ceprudukaunono teno (CA - Certificate Authority) npenctas/ba HajBULIY TauKy TOBEPEHA Y
IIKH cucremy. OcHoBHa ynora cepTH(HMKALMOHOr Tena je Aa MPOLELYPOM €NeKTPOHCKOT
noTnHca Ha 6a3u acCHMETPHYHOT KPUNTOrpa)cKor airopuT™Ma W CBOT MPUBATHOT KJby4a, KOjH
MOpa OWTH HajCTPOXKE 4YyBaHa TajHa, rapaHTyje Besy W3Mel)y jaBHOr KJbyya M HWJEHTHTETA
KOpPHCHHUKa cepTU(dHKarTa.

Peructpaunona tema cy opramsauMoHe jemuuuue MVYIl-a Koje Bplue peructapaumjy
KOPMCHHMKa 3a H3[aBame CEepPTU(UKATA, OJAHOCHO OpraHM3alMOHE jEeJMHMLE HAJIEXKHE 3a
U3JaBabe JIMYHUX HACHTU()HUKALMOHMX JOKyMEHaTa. 3aXTeBH 3a M3[aBarbe KBaIM(PUKOBAHMX
CJIEKTPOHCKUX CEpPTU(HKATA Ce MOJHOCE PErMCTPALIMOHHUM TETUMA.

Kopucnuuu cy gpusnuka nuia kojuMa ce npysxa yciiyra usaaBamwa KBalu(pUKOBaHMX
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eJIEKTPOHCKHUX cepTHdHKaTa.

[Moy3najyhe crpane cy ¢u3uuka WiIM NpaBHa JHMLAa Koja ce MOoy3hajy y KBaaupHKOBaHE
€JIEKTPOHCKe cepTUdHKaTe, Y LIMJbY BepU(pHKOBamba KBaTU(PHUKOBAHOT €JIEKTPOHCKOT TMOTMHCA U
NOTBp/ie UAEHTUTETAa KOPHCHHKA.

KBanudukoBaHu eNeKTpOHCKH cepTH(UKAT ce MOXe KOpPUCTHTH 3a BehuHy cepBuca
€JIEKTPOHCKE YIPaBe U €JIEKTPOHCKOT MOCI0Baka KOjU ¢y 6a3upaHu Ha yrnoTpeOu €JIEKTPOHCKHX
ceprudukara. KopucHuK je myxaH Aa cepTH(HKAT KOPUCTH Yy CKIady ca BaxehHM 3aKOHCKUM
nponucuma. Ceaka yrnotpeba ceptudukata Koja HHUje y CKJaay ca BaxehMM 3aKOHCKHM
MPONKUCHMa HHje 103BOJbEHA.

2. OGjaB/buBama nHpoOpMaLHja U JTIOKaLHja rae ce 00jaB/byjy

Cee uHpoMmauMje Koje ce OOHOCE Ha TNpyXKawe YCIyre H3laBamba KBaTM(PUKOBAHHUX
eNIEKTPOHCKUX cepTdukata MYTI oGjaBsbyje Ha Be6 cTpaHu cepTudukauroHor Tena MVYTIl-a,
http://ca.mup.gov.rs , Koja je jaBHO AOCTYITHA.

Ha cajty cy ofjaB/beHa TpaBHa aKTa Koja C€ OJHOCE Ha MpyXawe YCayre u3iaBarba
KBaJM(UKOBAHUX EJIEKTPOHCKUX cepTH(duKkaTa, obOpacuu 3aXTeBa W YroBOpa HEONXOJHH 3a
npyKate yciayre usgaBawa cepThdukaTa, cepTudukatd cepTuduxanuoror tena (CA
ceprtudukaTH), JMCTE OMO3BaHUX cepTUdHKaTa, KOPUCHHYKA YIMYTCTBA, JApyra akra H
obaBemTama.

CepTudHKaLHMOHO TeJJo MHUHKCTapCTBa YHYTpAlUbUX MOCI0Ba ie KOPUCHUKE O CBUM M3MEHaMa
[MTonutuke u3naBamwa cepTudukara, [IpakTHUHKUX MpaBuUia M3JaBawa cepTHdukara, Yrosopa
CBUM JIpyrHM H3MeHama o0aBewtaBati myTeM crpanuue OGaBewitewa Ha  cajTy
cepTUdUKaLMOHOT Tena MUHUCTapCTBa YHYTPALIBUX MOCTIOBA.

3. UpenTudukamnuja u ayTeHTUKALIM]a

V KBaH(pUKOBAHMM €JIEKTPOHCKMM cepThdrkaTtima koje uznaje MVYTI, ume cepruduxauronor
Tena Koje u3aaje cepTudukaTe U UMEHa KOPUCHUKA cepTUdHUKATa Cy jeIMHCTBEHA UMEHa.

Mme kopucHuka ceptidukara jeJHO3HAYHO MOTBphyje MAEHTHTET KOPUCHMKA. KOpUCHHULM He
Mory na Oyay aHOHMMHH M HE MOTY Ja KOpHCTe rnceyaoHuMe. FiMeHa kopucHHKa cepTHdHKaTa
NpeAcTaB/beHa Cy OAroBapajyiuM HalMOHAIHMM MHCMOM, OHAKO Kako Cy INMpPEACTaB/beHa Ha
caMoM ofpaclly JM4HE KapTe. JeTMHCTBEHOCT MMEHa KOPUCHHMKa cepTuduKaTta ce ocTBapyje
nomohy jenuHcTBEHOr cepujckor Opoja X.509 ceprudukara.

JlonaBame 3alUTUTHOT 3HaKa MMEeHY KOpPHUCHHMKa cepTHduKaTa HHje 103BOJbeHO. MIMeHa kojuma
6M ce KpLIWJIa MHTEEKTyalHa UM ayTOpcKa MpaBa ApyruX HUCY 103BOJbEHA.

HakoH mojHolIema 3aXTeBa 3a U3JaBambe KBaJTU(PHUKOBAHOI €JIEKTPOHCKOr cepTU(UKaTa BpUIU
Ce MpoBepa HAEHTHTeTa KOPHUCHMKAa KOMe ce M3naje cepThdukar. MIEHTUTET KOpUCHHMKaA ce
notephyje Ha OCHOBY Bakeher HAEHTH(HHUKALMOHOT JOKYMEHTA.
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MMa yNucaH KBaIM(QUKOBAHH €JIEKTPOHCKH CepTH(HUKAT, KOjH je LIeCT Meceld Wi Mawe MNpel
MCTHLIABhEM WU MY je UCTEKJIa BaXKHOCT.

Onosus cepTuduKaTa je NOTMYHO YKHAale BaKerma cepTUDHUKATA U HEroBO 06jaB/bUBAE Ha
JIUCTH OTO3BaHHX cepTUdHKATA.

Orno3zuB cepTrHKaTa ce BpILM Y CiTy4ajeBUMa Kaja:

1) ono3us cepruduKaTa 3aXTeBa BJIaCHUK CepTH(HHKATA,

2) BiacHUK cepTUdUKaTa U3ry6H MOCIOBHY CIIOCOOHOCT;

3) ce yTBpaM Aa je nojartak y cepTuduKary norperat;

4) ce yTBpAM Aa Cy MOAALM 3a MPOBEPY KBaTH(PUKOBAHOT €NEKTPOHCKOT MOTIIHCA YTPOKEHH Ha
Ha4YMH KOjU yTH4e Ha 6e30eTHOCT U MOy3AaHOCT cepTUdHUKaTa;

5) ce yTBpaM Aa cy MoOjaly 3a eIeKTPOHCKO MOTINHCHBAaE YrpOXKEHH HAa HAuMH KOjU YTHYE Ha
6e36eJHOCT U MOY3JaHOCT eJIEeKTPOHCKOT MOTITHCA;

6) u3naBanan cepTuduKaTa MpecTaje ca paJaoM WK My je pal 3abparbeH.

Kopuchuk je nyxaH Ja oamax 3aTpakd OMO3MB CBOTI cepTH(UKaTa y ciy4ajy ryOGUTKa WM
owrtehema cpeacTBa WM MOJaTaKa 3a Kpewpame eNEeKTPOHCKOT MOTIHCA WIH y CIIydajy
KOMIPOMHTALIM]€ UIH CYyMHbE Y KOMITPOMHUTALM]Y CBOT MPUBATHOI KJ/bYYa.

Cycnensuja ceprudukata je NPUBPEMEHO YKHUOAlme BaXerma cepTHhHUKATA U HETOBO
oGjaB/buBare Ha JHCTU orno3BaHUX cepTudukara (CRL nuctn). CycneHsuja Tpaje OHONMKO
Jyro KOJHWKO Tpajy yc/loBHM 300r KOjuX je 3axTeBaHa. Kaga OBHM YCIIOBM MpecTaHy 1a Baxke,
KOPUCHHK MOXE 3axTeBaTW peakTHBauUMjy cepTHdukaTta. PeaktuBauumja cepruduxara je
TIOHOBHO aKTUBHMpame CepTUdHKaTa KOju je 6MO CycneHIoBaH M meroBo Opucame ca CRL
JMcTe.

S.  ®u3snyka, NpoueaypaJHa U KaIpoBcka 0e30eHOCHA KOHTPOJIa

Llenokynusa onpema Ge30eaHUX cucTeMa 3a M3faBame cepTudukaTa (cepepH, Kpunrorpadcku
ypehaju u ocrana onpema) cMewrenu cy y Beorpany, y srpagi MUHHCTapcTBa YHYTpaUImbHX
nocnosa y yauun Kuesa Munoma 6poj 103. Onpema cuctema 3a u3aaBarmbe cepTudUKaTa Hajlasu
Ce y TNpOCTOpHjH, KOja OAroeapa mnotpeGama WM3BpIIEHA ONepalyja BUCOKE 6e30emHOCTH
(®apanejes kages).

CucreM 32 u3naBame cepTH(hUKaTa NPUKbYYEH je HA CHCTEM 3a HEMPEKUIHU M3BOD Hamajara
CJIEKTPUYHOM €HEPrHjoOM W CHUCTEM 3a KJIMMaTH3auMjy wWwTo omoryhaBa na ce Hamajame U
BEHTHJIaLMja M3BpUIABajy ca peIyHIaHCOM BHCOKOr HWBOA. [IpeiyseTe Cy TeXHMUKe Mepe
3aLITHTE O EBEHTYaJIHUX MOIJIaBa OJ BOJOBOJHMX WHCTanauuja. PapasiejeB KaBe3 OMPEMIBEH je
CHCTEMOM 3a paHO OTKPUBaE M ayTOMATCKY 0jaBy Moxapa, AeTeKTOpUMa UMa ¥ CUCTEMOM 32
rauiewe rnoxapa.

CBH pavyHapcKu Menwju, KOjU CajpiKe MPOLYKLHMOHH CO(TBEp, apXHBYy JIOroBa M pe3epBHE
KOMKje mojaraka cucTeMa 3a M3JaBarme cepTHdHKaTa, CMEIITajy Ce Y BaTPOOTIOpHe GesbeHe
ceose, 3awTuhene cucteMumMa GU3NUKE U JIOTHYKE KOHTPOJIE TIPUCTYTIA.
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Haxon npecranka norpebe 3a kopuuhewmeM noaaraka, JOKyMeHTauuje U ypehaja, Be3aHHX 3a
pal cucTeMa 3a M3/laBame cepTHdMKaTa, MoAald, JOKyMEHTaluja U ypehaju ce yHHILUTaBajy.
[TanupHa nokymeHTauuja, ce npe Galama YHHIITaBa MPOMYLITakEM KPO3 MALLWHY 3a CeUYeHE
nanupa. [logauu ca payyHapckuX Meauja ce HEMOBpaTHO OpuIly, a pauyHapCKH MeIMju ce
¢u3nuky yHuTapajy. Kpuntorpadcku ypehaju ce GU3MUKH YHUIITABA)Y.

HMnnemeHTHpaH je cucTeM 3a NpaBbeme pe3epBHHUX Komuja (backup) mopaTaka W JOroBa
cucTeMa 3a u3naBawe cepTudukara. PesepBHe komuje ce uyBajy y Oe3beaHum cedoBuma
3aluTMheHuM cuctemMuma (u3Mdke M JIOTMUKE KOHTpOJe TNpHcTyna. PesepBHa Kkomuja 3a
npoLeaypy onopaBka o katactpode (disaster recovery) ce 4yBa Ha YaJb€HOj JIOKALHjH.

HMmnnemenTupana je ctpora npoueaypaiHa KOHTpOJIa, KOja 3axTeBa BUILECTPYKY ayTOpH3aLH]jy
3a M3BpIUaBame MpoLeaypa BHCOKOI HHMBOA MOBEpPJ/bMBOCTH. HeomxonHa je ayTeHTHKalMja
HajMame [JBa 3aroc/ieHa ca MOBEp/bMBUM yjorama jga 6u 6uo moryh (u3Muku M JOTMUKH
NIPUCTYTN KPUTHYHUM CHCTEMHUMa 3a u3JaBame cepTudukara 1 kpuntorpadckum ypehajuma.

3anoclieHH ca TMOBEp/bMBHUM YJorama MOCedyjy €KCHEepTCKO 3Hawe W MCKYCTBO M3 obiacTH
oJprkaBamwa 1 6e36eTHOCTH HHPOPMALIMOHUX CUCTEMA U peloBHO noxahajy o0yke U ceMUHape y
LM/by OOHaBJbaba 3HaWa O HOBUM 0e30€IHOCHUM MNpeTHama W aKTyelHUM Oe30eXHOCHUM
npoueaypama.

3anociieHH ca MOoBEepJbMBUM yjlorama Ay)KHH Cy 1a Mpeay3uMajy caMO OHe akTMBHOCTH 3a Koje
Cy ayTOpH30BaHM M Ja ce MpUApXKaBajy MPONHCAHUX MHTEPHUX Mpouelypa paja U 3allTHTeE
cucTeMa HM3daBawa cepTUdukara. HeayTopu3oBaHe aKTHBHOCTM M KpILUEHE MPOMUCAHUX
npouenypa paga cmarpahe ce noBpeaom ciyx6eHe AyHKHOCTH.

Ceu porahaju koju ce ogHoce Ha oOaB/barbe ENaTHOCTH TpY)Kamba YCIyre H3jaBarba
ceptudukaTa ce 6enexe y yor ¢ajnose, a LUeNOKYNHAa JOKyMEHTalMja NMPUMJbEHA Y3 3aXTEB 3a
u3aBame cepTuduUKaTa ce UyBa y eBUACHIMjaMa y CKJIaJly ca 3aKOHOM Koju ypehyje eBuaeHuUMje
1 o6pany nojataka y o61acTi yHyTpallbHUX MOCIOBa.

Y cnyuajy mojaBe MHUMIEHTa, TOKOM paja CHUCTEMa 3a W3JaBame cepTU(HKara, 3arnocieH ca
MOBEPJbMBHUM YJlorama MocTynajy y CKiaay ca CBOjUM WHTEPHHM MpoLeaypama paja.

VY caydajy miteTe HacTale Ha TEXHHYKHUM CpEeACTBMMA (XapIaBepy M codTBepy) WM mojauuma,
CEpBUCH allJIMKalMje CHCTeMa 3a Hu3laBame cepTUdukara OGuhe NOHOBO YCMOCTAaB/LEHH Y
Hajkpahem Moryhem poky.

HakoH kartacTpode M oTkiamama weHHX nocieanua MVYII he y Hajkpahem poky na noBene
CUCTEM Yy MPOAYKLMOHO CTake M HAaCTaBH ca MpYyKameM YCIIyre u3aaBama cepTudukara.

MVII y cnydajy KoMnpoMUTaLHje WK CyMb€ Y KOMIIPOMUTALIUjY MPUBATHOT KJby4a
cepTUUKAIMOHOT Tena:
- TpecTaje ca u3aBameM cepTudUKaTa;
- uHboOpMHILE CBe KOPHUCHHKE W Tmoy3najyhe cTpaHe O KOMIpPOMMTALMjH
MPUBATHOT KJbyua;
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- JaBHO oGjaBbyje MH}OpMauUMje O TOME Ha M31aTH CepTUMMKATH, Kao M
MH(pOpMalKje 0 CTaTycy ONO3BaHOCTH cepTU(HUKaTa, BHILE HUCY Baxehe;

- BpIIM OMO3MB CBHUX M3JaTHX CEpTH(HKATa 0JMaxX, a HajKacHHje y poKy on 24
Yaca y CKJIaay ca 3aKOHOM.

Y cnydajy npectaHka mpykama yciyre HsjaBama ceprudukata MVIT he Hactojati na
KOpuCHULIMMa 06e30eau HacTaBak MpyKama yciyre KO APYror Mpykaola YCIyre Of
MOBEPEH-a, KOME he 10CTaBUTH CBY IOKYMEHTALHjy W HEOMXOAHA TEXHUYKA CPEACTBA. AKO HHUje
Moryhe o6e36eauTu HacTaBak MpyXama yclIyre KOA APYror mpyxkaoua ycmyre, MYII he TpH
Mecela npe NpecTaHKa npyxarma yciyre 00aBeCTUTH KOPUCHUKE ¥ Noy3zajyhe cTpaHe o Hamepu
nmpecTaHKa 006aBJbatba JIENATHOCTH, HAKOH uera he M3BPLIMTHM Packua yroBopa M OMO3MB CBHX
U3JaTHX cepTUdUKara.

6. Texnuuke Ge30eqAHOCHE KOHTpOJIE

[TpuBatHM KpunTOrpadckv K/byueBHM CEepTHOWKALMOHOT Tena TEHEPUy Ce M uyBajy Yy
kpunrorpagckum  HSM  (Hardver securuty module) ypehajuma, koju 3aJI0BOJbaBajy
oxrosapajyhe 3axrteBe y ckialy ca MehyHapomuum craumapaom FIPS 140-2 L3. Ucnymweme
OBOT CTaHNapAa rapaHtyje Aa je GMI0 KOju MOKyluaj HapyluaBama MHTErpuTeTa ypehaja mim
Kpunrorpajcke MeMmOpHje HMCTOBPEMEHO JeTeKToBaH. [IpuBaTHM KpunTorpadcki Kby
CePTU(MKALMOHOr Tena ce KOPUCTH 3a MOTIMCHBame cepTHdHKATa Koje H3jaje W 3a
MOTNHCHBAE JINCTE OMO3BaHMX CepTHdHUKaTa. JaBHH KpHNTOrpad)cK Kibyd cepTH(UKALMOHOT
TeJla ce KOPUCTH 3a BepUdHKaLHjy MOTIHCA.

ITpuBatHy KpunTorpadcky KibyueBH KOPHCHHKA FEHEPHMILY Ce Ha CMapT KapTHLama (INYHUM
KapTama) KOPUCHHKA U 32 BUXOBO YyBame OJArOBOPAH je KOPUCHHK. [IpuBaTHU KpunTorpadcku
KJbY4 KOPDHCHHKA C€ KOPHCTH 3a KpeUpam€ KBaJTU(PUKOBAHOI €JEKTPOHCKOr MOTHHCA. JaBHU
KPUNTOrpaCck¥  K/byd KOPHCHHKA Ce KOPHCTH 3a BEpH(HKOBaIbE KBaM(UKoBaHOT
€JIEKTPOHCKOT MoTnHca U 06e3behuBame HEMOPELMBOCTH.

HSM ypehaju cmewrenn cy y dapanejeBom KaBesy, kome DU3MUKM MPUCTYI 1Majy camo
3alOC/ICHN Ca MOBEP/bUBUM ynorama. [IpuBaTHM KpunTorpadckd KbY4eBH KOjU CE 4yBajy y
HSM ypehajuma nukan He Hamymrajy ypehaj y oTBopeHOM OBIHKY. [Tpouenype uyBama u
PyKOBarba NMPUBATHAM KPUNTOrpadCKUM KibydeBUMa Cy feo [ToceGHUX MHTEPHUX MpaBuna paja
1 3aIUTHTE CUCTEMA U3JaBarba cepTHduKara.

AKTHBAaLIMOHK Tofauu Cy nosunke unu [TMH konoBu moTpe6HM 3a aKTHBAlMjy MPUBATHOT
KpHnTorpadckor Kibyua.

AKTHBALMOHH MO/IaLY PUBATHOT KJby4a CEPTU(MKALMOHOT TeNa, JIO3HHKE, FeHEpHLLY Ce TOKOM
usBohewa ,LlepeMonnje KibyueBa“ M KOpHMCTE MX MCKIbYYMBO 3arlOCTEHH Ca IOBEPIBHBHM
yJoramMa TOKOM HM3BplIaBatba MHTEPHUX MpOLEAYpa palja M 3alUTHTE CUCTEMA 3a H3IaBabe
cepTuduKara. 3anocneHH ca NOBEPILUBIUM yIlorama Cy JyKHH [a uyBajy JO3MHKeE 32 aKTHBaLUjy
NMPUBATHOT KJby4a CEPTH(HUKALMOHOT TeNa y CKIaly ca MPOIMCaHMM MHTEPHUM TIpoLieaypama
pana.

AKTHBAaUMOHM MofaTak KopucHuka, [IMH kox, remepume ce y TIpolleCy MepcoHaau3aluje
MICHTH(UKALMOHOT JOKYMEHTa (JIMYHE KapTe) W 3ajeJHO ca UM Ce ypy4dyje KOPHUCHHKY Y
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samTuhenoj koeptd. Kopuchuuku TTMH wuma yetupn Hymepuuka Kapakrepa. KopucHuk je
nyxaH ga dysa cBoj [IMH 3a akTuBauujy nmpuBaTHOr KJbyya oJ1 HeoBnamheHor mpucryna u
ynotpebe.

CepBepH cHCTEMa 3a W3JaBame cepThdUKarTa 3alITHReHH Cy cHcTeMHMa (QU3MYKE W JIOTHYKE
samrure. CepBepu ce Hanase y ®apajiejeBoM kaBesy, KoMe (U3MYKH MOTY MPUCTYMHTH Camo
3aMOC/IEHH Ca MOBEPJLUBUM yiiorama. JIOrHuKH MPUCTYN CEpBEPUMA OCTBAPYj€ CE€ BUIIECTPYKOM
ayTOpH3aLHjoM.

Kondurypauuja cucrema 3a usgaBamwe cepTidHKara, Kao U cBe MOAM(UKALHU]E U HALOTpaltbe
cHCTEMa ce JOKYMEHTYjy W KOHTposauury. MmriemenTupaHe Ge36€HOCHE KOHTpOJe Ce Mo
norpe6u yHanpelyjy. MmieMeHTHpaH je MeXaHH3aM MpexHe 0e30€IHOCTH BMCOKOI HHBOA,
3acHoBaH Ha npuMmenH firewall ypehaja u cuctema 3a MpeBeHLHjy ¥ 3aLITUTY OJ Haraja.

CepTuduKaTH M JIUCTE OMO3BaHUX cepTH(dHKAaTa UMajy BPEMEHCKY O3HaKy IaTyMa M BpeMeHa
W31aBara, JaTyMa ¥ BpeMeHa MpecTaHKa Bakeha cepTU(HKaTa ¥ AaTyMa U BpeMeHa u3/laBatba
cnenehe nUCTe OMO3BaHUX cepTUUKATA.

7. Ipoduau ceprudpuxara, CRL nucre u OCSP

[Tpodunu cepTrudukara cepTudUKaLMOHOr TeNa U KOPUCHUKA Cy Y CKJaay ca Mpernopy4eHuM
cTaHJapAuMa:

- ITU-T Recommandation X.509 Version 3

- ETSI EN 319 412-1 , Electronic Signatures and Infrastructures (ESI) — Certificate
Profiles Part 1: Overview and common data structures”

- ETSI EN 319 412-2 , Electronic Signatures and Infrastructures (ESI) — Certificate
Profiles Part 2. Certificate profile for certificates issued to natural persons”

- IETF RFC 5280 ,Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile”

[Mpodunu nucre onossanux ceptuduxara (CRL nucre) cy y ckiany ca ctaHaapaom
- IETF RFC 5280 ,Internet X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile”

MHuHKCTapCTBO YHYTpallbKUX MocioBa omoryhasa on-line mpoBepy cTaTyca KBalM(pHKOBAHOT
eNIeKTpOoHCKOr ceptudukara nocpeactsom OCSP npotokona. OCSP nmpodun je y cknmany ca
nokymentom RFC 2560: X.509 Internet Public Key Infrastructure Online Certificate Status
Protocol - OCSP.

8. PeBn3uja yckialheHocTH M Apyre npoueHe

MVII BpiuM MHTEpHY peBH3Hjy yckIaheHOCTH TpyKawa YCIyre u3jaBama cepTudukara ca
BaXKehUM 3aKOHCKMM TMpOMHCHMa, KOjU perynumy obnacT KBalu(UKOBaHMX Yyciayra o[
noBepewa M oapeadama OBOr JOKyMeHTa. EKCTEpHY peBM3Hjy BpIUH TEJNO 3a OLEHHWBAIE
ycarialeHocTH y CKiaay ca 3aKoHOM. HakoH W3BplueHe peBH3HWje cauMmbaBa Ce M3BEIITaj O
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OLCHH ycCarjiall€HOCTH.

PeBu3ujoM ce npoBepaBa YCKIaheHOCT Mpyxkarwa yciyre u3gaBamwa cepTudukara ca Baxehum
3aKOHCKMM TMPOIKUCHMa, KOjU peryiuiny obnacT KBalU(HUKOBaHMX yciyra O MNOBEpeHa H
MPEenopyueHUM CTaHJapauMa.

VY cnydajy a ce MHTEPHOM MM €KCTEPHOM PEBHU3WjOM YTBPAE HEMPABUIIHOCTH Y TNpYyXKamy
yciyre u3faBawa cepTHdHKaTa, Npegy3uMajy ce Mepe Aa ce y wWTo Kpahem poky
HETPaBUJIHOCTH OTKJIOHE.

HakoH u3BplIeHe peBH3Hje caulbaBa ce U3BEILTA] O OLEHH YCarjlalleHOCTH.,

9. Apyru noc/IOBHM U MPaBHH aCNEKTH

MYVTI GecninaTHo mpya yClIyry W3naBama KBaJH(GHKOBAHWX €NEKTPOHCKUX cepTU(HKaTa Ha
JIMYHUM KapTama ca YMIOM.

MVTI cHocH MaTepHjajiHy OATOBOPHOCT 3a MpYXKamwe YCIyre W3jaBama cepTudHKaTa y CKIaxy
ca BaxxehuM 3akoHCkuUM mponucuMma. [yxaH je na o6e30ean HajHUKM M3HOC OCHIypama O]l
pu3MKa 3a Moryhy IITeTy HacTaly BpLUEHEM KBalM(HKOBaHE yClyre Ol MOBEpEHa TaKo 1a
OCHr'ypaHa cymMa Ha KOojy Mopa OWUTH YrOBOPEHO OCHTypame M0 jeJHOM IUTETHOM Aorahajy He
MOXKe W3HOCUTH Mame on 20.000 (nBagecer Xwbaja) €Bpa y AUHAPCKO] MPOTUBBPEIHOCTH 3a
KBaJM(HUKOBaHy yCIIyry of MoBepera. YKyNnHa OCHrypaHa CymMa Ha Kojy Mopa GUTH yroBOPEHO
OCUTypame OJ OITrOBOPHOCTH KYyMYJAaTMBHO HAa TFOJWLIKEM HHUBOY, MO CBUM LITETHUM
norahajuma, He Moxe O6uTH Hika ox 1.000.000 (MHIHOH) eBpa y AMHAPCKOj MPOTUBBPEIHOCTH
YKYITHO 3a CBe KBaJIM(QUKOBaHE YCIIyre Of MOBEpea Koje npyxa.

MYVTI He npuxBata OUI0 KakBy APYry OATOBOPHOCT OCHM OHE KOja je€ M3pUYUTO ofpeleHa OBUM
aKToM, YroBopoM M BaxehuMm 3akoHckuM mponucuma. MVYII je ocnoboheHn oaroBopHocTH 3a
O6Mn0 KOjy IUTETy MNpUYMILEHY KOPUCHHLUMMA TNPWIMKOM TMpy)Kawa YCIyre uslaBama
cepTudHKaTa, YKOIMKO je A0 LUTeTe JOLLIO yciel pasiora, Koju cy BaH KoHTpose MVYTI-a,
OJIHOCHO YyCJIe/l BULLE CHJIE.

MVII je nyxaH 1a ce NMpUIMKOM TpYyXKamwa YCiyre u3laBama cepTuduKaTta, npema JHUYHUM
noaaluMMa KOpUCHHKA OJIHOCH carjlacHoO oapeadaMa 3akoHa O 3aIUTUTH MojaTaka O JUYHOCTH U
Ja y cily4ajy moBpee nojaataka o JIMYHOCTH O ToMe obaBecTu [ToBepeHHKa U JULlEe HA Koje ce
MoAaLy OHOCE, Ha HAYMH MPOMUCcaH 3aKOHOM O 3alUTUTH NOJATaKa O JIUYHOCTH.

MVII je y ob6aBe3u na 4vyBa nojatke KopvihieHe y perucTpauuju KOPHCHMKA W CBe
MH}OpMaLHUje O KUBOTHOM LMKIYCYy HM3AaTor cepTH(dUKaTa KOPUCHHUKA; Aa BOAM aXypHY W
6e3b6enHy eBMAeHUMjy HeBaxkehux (OMO3BaHMX M CYCNEHAOBAaHHMX) cepTH(dHKAaTa U Mopa 3a
CBaku cepTUdMKarT, 3a KojHu je u3aao MHpopMalHujy O HEroBoj BaJMAHOCTH, Ty MHGOpMaLHjy
YYMHUTH jaBHO AOCTYNHOM IYyTEM CEpBUCA 3a MpPOBEPY CTaTyca OMO3BAHOCTHU EJNEKTPOHCKUX
ceprudukarta. EBHaeHIMja ce BOAM Yy CKJIaly ca 3aKOHOM Koju ypehyje eBuaeHuuje u obpany
nojaraka y o6J1acTu yHyTpalllbUX N0CI0Ba.

MVII je nyxaH na U3BpLIM OMO3KB cepTUdUKaTa Kaja:
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OMNO3UB cepTU(HKATA 3aXTeBa BIACHUK cepTH(UKaTa WM HBEeroB MyHOMONHHUK;
BJIACHUK cepTU(duKaTa U3ryou NocoBHY CrOCOOHOCT;
YTBPAH [1a je MojaTak y cepTU(dUKaTy Norperiax;

YTBpAH Aa Cy MOAALM 32 MPOBEPY KBATU(PHUKOBAHOT €JIEKTPOHCKOT MOTNHCA YTPOXKEHHU Ha
Ha4YuH KOjU yTH4e Ha 6e30€JHOCT ¥ MOY3AaHOCT cepTUdHKATa;

YTBPIM Ja Cy MoJaly 3a eJIEKTPOHCKO MOTIUCHBAKE YTPOKEHH Ha HAUMH KOjU YTHYE Ha
6e36eIHOCT U MOY3JaHOCT €JIEKTPOHCKOT MOTITHCA,;

npecTaje ca paJoM UM My je pajl 3abpameH.

MVTI je y o6aBe3u aa y ciiy4ajy KOMIPOMUTALIMj€ CBOT MPUBATHOT aCUMETPUYHOT KJby4a!

TnpecTaje ca u3/laBameM cepThduKara;

MHpOpMHUILIE CBE KOPHCHHKE M JApYre 3aWHTEPECOBaHE CTpaHe O KOMIPOMHTALMjH
MPUBATHOT KJbY4a;

jaBHO 00jaBsbyje MH(pOpMaLHje O ToMe Ja U3naTH cepTUdUKaTH, Kao U HHpopMauHje O
CTaTyCy OMO3BaHOCTH cepTHdHKaTa, BUllle HUCY Baxkehe;

BpIUM OMO3WB CBUX M3JAaTHX CepTU(UKATa OAMax, a HajkacHHWje y poKy o 24 uaca y
cKJlaay ca 3aKkOHOM.

KopucHuk je y o6aBesu aa:

JOCTaBM TayHe W KOMIUIETHE MH(popMaluje y ckiaay ca AehUHHCAHOM MPOLEAYypPOM
peructpauuje;

MCKJbyYHMBO KOPHUCTH CBOj acCHUMETPUYHM TMpPHBAaTHU KJ/bY4Y 3a (opmupame
KBaJIM(UKOBAHOT €JIEKTPOHCKOT MOTINHKCA Y CKiIady ca oapeadama 3aKoHa;

oHemoryhu HeoBnalrheH NPUCTYN CBOM MPUBATHOM KJbYUY;

oamax obaBecTH M3JaBaola cepTU(dUKaTa ako ce Mpe MCTeKa BaXKHOCTH cepTU(UKaTa
Ha3HAYEHOr Y caMoOM cepTH(HKaTy: KOPUCHUKOB MPUBATHU KJbyd U3ryOH, yKpajae Wiu
HaCTyNH OCHOBaHA CyMHba J1a j€é KOMIIPOMUTOBAH, NMPECTaHe KOHTpOa Haja KopUlhewmeM
KOPHCHHUKOBOI MPHUBAaTHOT KJby4ya M3 pa3jiora KOMIPOMHUTALMj€ aKTHBALMOHOT MoJaTKa
(TTUH) 3a cpeacTBo 3a GopMUpame KBaIH(PUKOBAHOr €IEKTPOHCKOr MOTNHMca (JIM4Ha
KapTa) WK APYTHX pas3jiora, yCTAHOBM HETAYHOCT WJIM U3MEHa cajpxaja cepTudukara;
NpeKkuHe Kopuiihewe CBOr NMPUBATHOT KJbyda YKOJIMKO MOCTOjH OCHOBaHa CyMma Y
KOMITPOMHTALIH]Y KJby4ya UM KOHTPOJY HaJl aKTUBALMOHOM MOJATKOM.

KopucHuk je myxkaH ga oamax 3aTpakd OMO3WB CBOI cepTUdHKATa y ciy4ajy ryOuTka Wiu
owrehema cpeICTBa WK MoAaTaKa 3a Kpeupamwe eJIEKTPOHCKOT MOTIHUCA.

Caaka ynotpe6a cepTudukara Koja HUje y carjlacHOCTH ca Bak€hiM 3aKOHCKHUM TMpOMHUCHMa U
OBUM aKTOM HHMje no3BosbeHa. MVYII He mpuxBaTa OArOBOPHOCT 3a IUTETY HacTaly MpH
xopuiihewy cepTiduKaTa BaH OKBUpa UCTAKHYTHX OrpaHH4Y€Hba. 3a €BEHTYyallHY LITETY HacTay
HEMpPaBUIIHUM W HENO3BOJLEHWM KopuuiheweM cepTHduUKata OArOBOpPaH je KOPUCHHK
ceptudukara.

KopucHuk nma npaBo Ha obemreheme 3a mTeTy Hactady KopuiuheweM cepTHdukara, ako ce
JOKa)ke Jia je 1TeTa HacTana npu Kopuiuhewy cepTHdHKarta carjlacHo BaxehnM 3aKOHCKHM
MPOMKHCUMA U Y OKBUPY UCTaKHYTHX OrpaHUYEH:A.
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[Toy3najyhe ctpaHe cy y o6aBe3u npe Hero LITO ce NMoy3aajy y cepTuHKar:
- Ja MU3BpIIE TNpOBEpY CTaTyca cepTHdUKaTa, cCrnpam axypHe JIMCTe OMO3BaAHUX
ceptudukara,

- J1a ce YNO3Hajy ca OJrOBOPHOCTHMA M OrpaHHUYECHHUMa O]l OArOBOPHOCTH He(HUHHUCAHUM
OBHM aKTOM, YTOBOPOM M BaXkehHM 3aKOHCKHM TPOIHCHMA.,

MelhycoGHa npasa, o6aBe3e 1 0AroBOpHOCTH KoprcHUKa 1 MYTI-a y Be3u ca mpyxamweM yciyre
u3JaBamka CepTU(HUKAaTa peryrvicaHa cy YroBOpoM O TMpyxawy yclyre H3JaBamwa
KBaJIM(PUKOBAHOT €IEKTPOHCKOT cepTH(HKaTa, KOjU ce 3aK/byuyje u3Mel)y yroBopeHHuX cTpaHa.

CnopoBu HacTanu u3Mely yroBOopHUX CTpaHa y Be3u MehycoGHHMX mpaBa U o6aBe3a, Tymauerha
yroBopa ¥ OBOI aKTa peluaBahie ce crnopasyMHO, a YKOJMKO cropa3dyMm Huje Moryh, cnop he
peliaBaTu HaJuIeXHH ¢y y beorpany.

JloHowmemeM OBe MOJIMTHKE MpecTaje aa Baxu ,JlonuTHka cepTudukaunje cepTudUKaLHOHOr
tena MYTI PC 02/2010, 08/2014 u 06/2016.
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